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Introduction

Security capabilities are groups of functioning security contr@ce failegecuritycontrols present

risk, risk management must be the new paradigm of Alabama Medicaid AgéheyMedicaid Risk
Management Strategy defines the high level concepts applied to management of risk to Information
ResourcesThe Risk frame, as it applies to Medicaid, defines assumptions, constraints, priorities, and
tol erance f or ornaidaresoarce8fEhd differant levelssof riskiapply to operations
and technical aspects of Medicaid.

Purpose

The purpose of this document is to establan organizatiomal information security Risklanagement
Strategy This strategyaddresses howledicaidintends toframe, assesstespondto, and monitor
information securityand privacy risk.

Scope

This Risk Management Strategy applies to the Alabama Medicaid Agency, all of the Medicaid Program
Areas, and all of the systems and information researthat directly support those Program Areashis
strategy also applies to entities outside of the Agency that use Alabama Ntkdiarmation through

sharing @reements such as a Business Associate Agreement, Memorandum of Understanding, or Data
Sharhg Agreement

Authority & Applicability

The authority for this publication comes under th
is applicable to all information resources owned and managed by the organization and all personnel
employed by tle organizationcontractors or agents under the direct controlédicaid or any

individual whose role entails access to Agency Information resources

Al so, “Agency | nt eompbahce Mth FedarahamdiState Legjislaed Security and

Privay Requirements-risk-based approach Appendi x 1" maintains an up t
State Legislationral other sources authoritative arapplicable to the Medicaid Information Security

Program.

Roles & Responsibilities

Commissioneand/or Chief Information Security Officer define the Ayency's risknanagement

strategyand support the gency's efforts to reach and maintain compliance with thiaategy. Define
theAgency’' s andsapportthe p@enecy ' s ef f or intancompliancewitbthat and ma
risk tolerance

Chief Information Security Officer develg, implement, and maintain theg&ncy's enterprise security
program in alignment with thissk management strategy Oversee the Governance, Reshd
Compliance tem in risk management activities, ensuring alignment with stiiategy

System Owners-in conjunction with the Information System Security Manager (ISSM), work through
the defined risk management activities to reduce (istith overall and specific) togancy systems.

Ensure vulnerability management activities maintain patch levels of machines consistent with this risk
management strategy and agency security policy
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System Administrators- maintain system configurations and patch levels consistent whithrisk
management strategy and agency security policy

Information System Security Managermanage risknanagement activities according to risk
management policieandprocedures

PM-9: Risk Management Strategy Policy
The Agency:

a. Develops a comprehensistrategy to manage:
1. Security risk to organizational operations and assets, individualsy otlganizations,
and the Stateassociated with the operation and use of organizational systems
2. Privacy risk to individuals resulting from the collection, sharstgring, transmitting,
use, and disposal of personally identifiable information; and
3. Supply chain risks associated with the development, acquisition, maintenance, and
disposal of systems, system components, and system setrvices;
b. Implements the risk manageent strategy consistently across the organization; and
c. Reviews and updates the Risk Management Strategy annually or as required, to address
organizational changes.

Risk Management Strategy

The Al abama Medicai d Agency’ entheNISTRisk Managergeatme nt St r
Framework (RME}he definition of whichis in NISBP800-39 and whos@rganizational

implementation is described i8P800-37.

The Medicaid Risk Management Strategy intends to follow the thiezeapproach in NISTP 8087
and800-39:

1. Define requirements at th@®rganizationlevel(in the form of top level policy)
2. Have requirements levied on therogram Area®r Missionswithin the Qganization (i.e. make
Program Managers responsible for protecting the information their Rnog use)
3. Have those requirements implemented, assessed, responded to, and monitored Sy#tem
Levell i n the form of procedur es, standar ds, conf i

This topdown approach is intended to be supported through bottom communications ithe form of
reporting back up through the three tiers:

3. System level security plans are documented depicting how each system adheres to the
requirementsandhow each system protects the information for which the Program Managers
are responsible.

2. Program Aras report high level compliance and risk mitigation plans to the top level
Organization.

1. The Organization updates its Risk Management Strategy and focuses resources on areas of
greatestrisk

The following pictographlustratesthis concept:
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To accomplish this intent, Medicaid must Frame, Assess, Respond, and Monigdo liistormation
resourcesboth internal to and external frorivledicaid( i . e. Ol T’ s n eandreontrdctedi nf r ast
systems interconnected with the Medid Enterprise network

Medicaid Enterprise Risk management vs HIPAA Risk management

This Risk Management strategy overarches both Medicaid Ente®eierityRisk Management
Activities(for which the Chief Information Security Officer is responsime)ell as HIPAA Risk
Management Activitiegfor which the HIPAA Security Officer is responsiblEpcltoncept mentioned
in the Risk Frame, Assessment, Response, and Monitoring sdatiemds toaccount for both Medicaid
Enterprise and HIPAA Risk hgement Activities.

Risk Frame

The Riskriame is applicable to all inforrtian security risks within the @anization, whether it be risks
determined through Medicaid Enterprise Security Risk Assessnierasgh HIPAA Risk Assessments,
Federal or Stataudits,or any other determination of risk.

Risk Assumptions

1. Information resources (I T system components, d
space. Even though certain IT systems or assets do not directly stippaoidyto-day business
of the Organization, all IT assets are known targets of attack.

2. The number and complexity of/berattacksincreases constantly, but the scale of these attacks
can grow wildiypeyond what the gency can control without understanding its
threat/vulnerabilitylandscape

3. Information is a strategic asset, although intangible, and must be protected just like any tangible
asset.
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4. IT assets have vulnerabilities that present varying degrees of risk: acceptable risk will be
accepted (and allowed to continue to exist); unacceptable risk will be tracked until remediated
or mitigated to an acceptable level.

Risk Constraints
1. Laws and Ryulations place requirements on some systems and certain types of information and
must be addressed.
2. A finite amount of resources exist to meet both operational needs and to provide required
security.
3. Security Professionals are an expensive resourcétaito and retain- creating a shortage of
qualified individuals.

Risk Priorities
1. System criticality and information sensitivity will drive the security resource allocation and risk
decisions.
2. Emphasis will be placed on system operability if limited weses prevent full security testing of
IT Assets.
3. IT Assets with highest criticality and information with the highest sensitivity will have the
greatest focus of security testing, assessments, and risk decisions.

Risk Tolerance

1. The MAXIMUM level of ksthat will be accepted for any vulnerability or risfMO®DERATE
this means that any risk documented in the Plan of Action and Milestones that is categorized as
HIGH cannot be accepted and allowed to continue to ewitstout mitigation. This does NOT
mean that all LOVdnd MODERATE vulnerabilities and risks will be accepted, only that they CAN
be accepted when the resources or level of effort reqdito mitigate are higher than
Organizational leadership can tolerate.

2. Risk to cost, schedule, performan®r security that could affect Medicaid or a line of business
will be communicated to Management immediately.

3. If security or risk assessments must be conducted on short time lines, a limited subset of
security caotrols that are agreed upon by &agemeniwill be tested-with the mindset of
obtaining a minimal level of security assurance.

ThisRiskFame descri bes management’'s assumptions, cons
the information resources of Medicaid. This explicit and transpiadeclaration allows for the risk

assessment, risk response, and the risk monitoring methodadgibe conducted in line with

Organizational risk expectations.

Risk Assessment

The Agencywill perform Security Assessmentin its systemsvithin the develgoment, implementation

and operationgphases of eachystem SystenDevelopment Lifecycle (SDL@Jabama Medicaid

Agency has documented its System Develophhéfe Cycle standardsinthe @ ani zati on’ s
implementation of the NIST 8688, SA3: System Development Life Cyctetrol. Assessment reports
will be added to and updated wiih System Security Plans Authorization packages (as described in
PM-10: Authorization Proce¥$or each individual Medicaid SysterAlabama Medicaid has
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https://sp.medicaid.al/teams/security/Program/SitePages/SA-3.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/PM-10.aspx

documented itsSecurityAssessment methodology inthe@ ani zat i on’ s the NIpTISP me nt at
800-53, CA2: Security Assessmecontrols.

See a depiction of the Agency SDLC model (with associated RMF steps) below:

CATEGORIZE

SDLC Phase 5: SDLC Phase 1:
Disposal Initiation

MONITOR SELECT

SDLC Phase 4:
. SDLC Phase 2:
Operations/

Monitoring Development/
Acquisition

AUTHORIZE . IMPLEMENT

SDLC Phase 3:
Implementation/
Assessment

ASSESS

The Ayency will perfornRisk Assessmentsiennially and will include a HIPAA Risk Assessment as well as
a full NIST 8030r1 Assessment of Risks from adversarial andadwversarial threats. Alabama

Medicaid has documented its Risksessment methodology inthe @ a n i z a temeatatibnsof themp
NIST SP 8&8B, RA3: Risk Assessmeoontrols.
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https://sp.medicaid.al/teams/security/Program/SitePages/CA-2.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/RA-3.aspx

Risk Response
As risks are determined, Medicaid responds to those risks in several different ways

Avoid Risk avoidance is the elimination of hazards, activities and exposuresthat can negatively
affect the Agency's information resources. Riskavoidance seeks toavoid compromising
events entirely.

Accept Risk acceptance occurs when the Agency acknowledges that the potential loss from
arisk is not great enough to warrant spending resources to avoid it. Risks greater than
the Organization's Risk Toleranceare documented in the Risk Frame.

Mitigate Risk mitigation is a strategy to prepare for and lessen the effects of threats, vulnerabilities,
and their likelihood against the Agency's information resources.Rather than planning to
avoid a risk, risk mitigation deals with the steps that can be taken prior to risk realization to
reduce adverseeffects.

Transfer Risk transfer is a risk management tactic that shifts risk and its bottomline effects from
one party to another.

Ri sks are responded to by each system’ s Authori zi
individually as the Authorizing Official deems sufficient, Aduthorizing Officials or the Agency
Commissioner are the only individuals that can accept riskany severity

The formal acceptance of risk occurs by a system’
Package (as described®iv-10: Authorization Proceyghen making a determination as to whether or

not the System's Security posture aligns with the
Risk.

Risk Monitoring
Alabama Medicaid Agencyaintains acontinuousmonitoring strategythat includes assessentsin
several events:

1 Initial assessments during developmemtdimplementation of a system (prior to Authorization)
1 Ongoing anualattestation of 13 of applicable controls
1 Ongoing Configuration/Change Management events

Alabama Medicaid has documented its Risk Monitoring (or ContinMauntoring) methodology in the
Organi zation’ s i mpl 80083C&a CantmuouddohitorindcentrdaNl ST SP

Tools, Templates, and Reporting

Medicaid Systems

Systems that directly support thilabama Medicaid Agency Missiavhether provided by ishouse
system development, vendegrovided system development, or commeretdf-the-shelf softwae or
services will use the GRC Management Platform Telos Xacta instance managed by the Information
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https://sp.medicaid.al/teams/security/Program/SitePages/PM-10.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/CA-7.aspx

Security Office. All system security documentation and all Risk Management activities associated with
Information Resources will be managed through thednfoat i on Securi ty Office’s
whenever possible.

Non-Medicaid Systems

Systemsthatdonad i r ect | y s u p p ission, suchhas systeg& autsige 'ofgshe Myency that
use Alabama Medidd information through sharinggreements (Business Assated Agreement,
Memorandum of Understanding, or Data Sharing Agreement) will use Agency supplied teraptates
adhere to the following reporting schedules:

1 Completed Authorization packagedsigned ATGat moment of “production”
1 Updated SSRAmually or whenever Major changes to system occur

1 Updated PoAM-semiannually (every 6 months)

1 Updated SARevery 3 years (as part of ATQaeth)
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Security Documents

General Practice/Workflow

Me di c ai hmessetRtheprecederandexpectations of leadahip regarding risk within the
Organization. However, the Risk Assessment, Risk Response, and Risk Monitoring sections of this Risk
Management Strategy are activibased requirementthat happen in the six steps of the Risk

Managenent Framework (depicted in the SDLC model as: Categorize, Select, Implement, Assess,
Authorize,andMonitor). This workflow implements the€ep NIST Risk Management Framework for
Alabama Medicaid Agency.

These activities are documented in a high leusk Management workflow in both a visual depiction
and step by step listing of the work flallustrated below

See the visual depiction of the workflow below:
Program Manager or Project Manager GRC Office GRgA&E PM, IT

System Inventory ) 1 System Boundary
Q Contact GRC Offi@® () Register New Systd® [ Define | ¢ Info Types
< ] \ = E § 1 SecurityPrivacy re@s
% S Instantiate Security Do@), g 1_BIAPIA (6)
: < S .
System Requirement GRC Resource assig@d befine [ SYSTEM RME Sted
Instantiation @ Security Documents CATEGORIZATION °

GRC Resource

PopulatedSystem Descriptich ()
section of S > b
Secuum:ents =0 % ¢ | CONTROL L
‘ < SELECTION

Program Manager or AO

Review, l
&

GRCA&E, PM, IT
@ GRC Resource

(Q Prelmplementatio:{]@ - . Q
1 System Design a Security Assessm esonmee> .Y Add SARto S @
f System Ops Rég > % > orsring agen: » v
9 0 ﬁ Security Documents
GRC Resource Developmentimplementation Tean|
Postimplementation (2 —
CONTROL B Implement Sec Contrd®® ¢

IMPLEMENTATION “

@ Update SqRCONTROL ~ LEMPSteR Security Assessme 14) @
) | ASSESSMENT %

mplementation, |\
meets
(considering agenc;

L&~ GRC Resource N
v

Generate PoAM

s | compile Auth
M, >

GRCA&(E, PM, IT Security Documents

T

Program Manager or AO

GRCA&E PM, IT
@ Determine

{)__System RisfH)

Risk Accet &
Or mitigate?

Determineg)

Risk Responsg
GR&A&E PM, IT

SYSTEM \m,l
D Controlsgy S Q) CHANGE AUTHORIZATION

affected by changg

GRC Resource

Communicate
ATO Statu®

A 4

CONTINUQULRMESEs
MONITORING

See the step by step listing of the workflow below:

Step 1 - Categorize Information System
SeeRA2: System Categorizatiorquirements.

AMA Information Security Office Pagellof 14

PM-9 Medicaid Risk Management Strategy


https://sp.medicaid.al/teams/security/Program/SitePages/RA-2.aspx

System need is determined, decision to instantiate system is mégeiuthorizing Official
Communicatia is initiated with the GRC Offiedoy Program Manager or Project Manager
Assigh GRC Resource to Systdm GRC Team Lead

Register System in System Inventellyy GRC Resource

Instantiate System Security Documents from Templatg GRC Resource

Define $stem Boundary, Information Types, Security/Privacy Requirements; perform BIA/PIA;
Categorize Systemthrough collaboration and agreement of GRC, Security Architeetue
Engineering, PM, an&T Supportdams

7. Review categorization resuléd System Seagity Plan (SSP); if approved continue to task 8, if
not approved loop back to task-6by Authorizing Official

ook whE

Step 2 - Select Security Controls
PL-10: Baseline Selection requirements scheduled to be implemented in an upcoming phase of the
SecurityProgram Plan.

8. Popul ate “System Description” sec+thyGRC of SSP u
Resource

9. Select Required security controls based off of System Categorization and other requirements
according tadetails specified ifPL-10: Baselin&election define System Design; define System
Operational Requirementsopp ul at e “ System Design” and “Syste
of SSP-through collaboration and agreement of GRC, Security Architeatud&ngineering,
PM, and IT Support teams

10. Paform pre-implementation Security Assessment of theorized systdmg GRC Resource

11. Considering th Agency Risk Frame/Tolerance, if Systasidh meets requirements, continue
to task 12; if system design does not meet requirements loop back to tasly @RC Resource

12. Add Security Assessment Report to S8 GRC Resource

Step 3 - Implement Security Controls
13. Implement required Security Controls during system implementation
Development/Implementation Team

Step 4 - Assess Security Controls
See CA&: Assesments Requirements

14. Perform postimplementation Security Assessment of Implemented System; update Security
documents-by GRC Resource

15. Considering the Agency Risk Frame/Tolerance, comparemppmentation assessment
results with preimplementation assssment requirements; if Implemented system meets
design requirements continue to step 16; if implemented system does not meet design
requirements loop back to step 13 to perform remediation actierisy GRC Resource
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Step 5 - Authorize Information System
SeePM-10: Authorization ProcedRequirements

16. Generate Plan of Actioand Milestones based off of posinplementation Searity Assessment
findings, compile AuthorizatioPackagedeliver Authorization Package to Authorizing Offieial
by GRC Resource

17. Review Authorization Package to determine system gekgrate Risk Assessment Report
(incorporate latest Agency Risk Assessment results R&8: Risk Assessmgntletermine risk
response to system ri"”skconitfi nruies kt or esstpeopn sle8 ;i si f*
“mitigate” loop back to st dhpoudgh8ollabavationandf or m r em
agreement of GRC, Security Architectangl Engineering, PM, and IT Suppogains

18. Review Authorization Package; determine Systenhdyization statusijf Authorization &tus is
“y fAathorize/ATQ) ” even with ctonddttdp nls9; ciofntAuwmtubeor i z ¢
(Deny Authorization/DATO) | oop back to step 13-byo perform r
Authorizing Official

19. Authorize System to Operateotify GRC, Security Architectumad Engineering, PM, and |
Support Bams ofOperatioral Status- by Authorizing Official

Step 6 - Monitor Security Controls
SeeCAT7: Continuous MonitorindPM-5: Plan of Action and Milestones ProcesmsdCAS: Plan of Action
andMilestonesrequirements.

20. Following Authorization to Operate (ATO):

« If changego the system occurdentify controls affected by changethrough
collaboration with GRC, Security Architectaral Engineering, PM, and IT Support
Teams

e If Annual Assessments occur, based on priority and most recent review, ideitidy 1/
controls fa review—by GRC Resource

21. Assess implementation of identified contrelby GRC Resource

22. Perform ongoing risk response to findings identified in ongoing security assessntkrasigh
collaboration with GRC, Security Architectared Engineering, PMand IT Supportdams

23. As findings are remedted and changes occur to the System Security Plan, update Security
Documentation; report system security status and system riskitgRRmManageror
AuthorizingOfficial —by GRC Resource

24. Review system securigtatus and system risk for ongoing authorizatioloy FogramManager
or Authorizing Official.

25. Periodically determine system Authorization Status; If Authorizatiom$ us i s “yes
(Authorize/ATQ) ” even wi t Iptostepri® if AutharizationtSalt oucs (Déng “ n o
Authorization/DATQ) | oop back to step 13-Whyduthorzingf or m r em
Official

Conclusion

ThisRisk Management Strategy descsbe a't a hi gh | emeeRisk Asdéssthentg Riskd ' s R
Response, and Riskavitoring methodologies. These requirements are met with more specific
procedures, templ ates, Meddat BnteliprsaSecuripplisiesancet ¢ ... wi t hi
procedures Theseare put into practice through the implementation of an Risdsed workow.
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https://sp.medicaid.al/teams/security/Program/SitePages/PM-10.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/RA-3.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/CA-7.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/PM-4.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/CA-5.aspx
https://sp.medicaid.al/teams/security/Program/SitePages/CA-5.aspx

Management Commitment
The undersigned, as the Chief Information Officer of Alabama Medicaid Agency, exercising the power of
that office, declares thiRisk Framéo be available for adoption as of the20" day of July , 2@0.

Ao Yt O

Mason L. Tanaka

Alabama Medicaid Agency, Chief Information Officer
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